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ABSTRACT

Web Hunt engaines (e.g. Google, Yahoo, Microsoft Live Search, etc.) are widely used to find certain data
among a huge amount of information in a minimal amount of time. Howe ver, these useful tools also pose a
solitude threat to the users: web Search engines profile their users by storing and analyzing past hunts submitted
by them. To address this solitude threat, current solutions propose new mechanisms that introduce a high cost in
terms of computation and communication. In this paper we present a novel protocol specially designed to
protect the users’ solitude in front of web hunt profiling. Our system provides a distorted user profile to the web
search engine. We offer implementation details and computational and communication results that show that the
proposed protocol improves the existing solutions in terms of query delay. Our scheme provides an affordable

overhead while offering solitude benefits to the users.

I. INTRODUCTION

Communication networks enable us to reach a
very large volume of information in a minimal
amount of time. Furthermore, that huge quantity of
data can be accessed at any time and any place with
a capable device (e.g. a laptop, a PDA, etc.) and an
Internet connection. Nowadays, it is pretty common
to access easily to both resources. In the future, it
will be even easier. However, useful information
about a specific topic is hidden among all the
available data and it can be really challenging to find
it since that information can be scattered around the
Word Wide Web.

I1. PREVIOUS WORK

The drawback of submitting a question to an
internet hunt engine whereas conserving the users’
privacy are often seen as a non-public info Retrieval
(PIR) problem. during a PIR protocol, a user will
retriecve an explicit worth from a information
whereas the server, that holds the information, gets
no data concerning the information requested by the
user. In our case, the server is drawn by the net
computer program and also the information is drawn
by the net pages that the net computer program
stores.

The first PIR protocol was designed by Chor et
al. Their theme relies on many servers holding the
Pine Tree State information. These servers cannot
communicate between them. the most short coming
back of this proposal is that it's unable to figure with
solely oneserver (single-database PIR), that is that

the net computer program in our situation. Also, it's
not realistic to assume that servers square measure
unable to speak between them.

I1l. CHALLENGES OF ADAPTED
HUNT
Despite the attractiveness of adapted hunt, there
is no large-scale use of adapted hunt services
currently. adapted web hunt faces several challenges
that retard its real-world large-scale applications:

1. Solitude is an issue adapted web hunt, especially
server side implement, requires collecting and
aggregating a lot of user information including
query and clickthrough history. A user profile can
reveal a large amount of private user information,
such as hobbies, vocation, income level, and
political inclination, which is clearly a serious
concern for users . This could make many people
nervous and feel afraid to use adapted search
engines. A adapted web hunt will be not well
received until it handles the privacy problem well.

2. It is really hard to infer user information needs
accurately. Users are not static. They may randomly
search for something which they are not interested
in. They even search for other people sometimes.
User hunt histories inevitably contain noise that is
irrelevant or even harmful to current hunt. This may
make adaptation strategies unstable.

3. Queries should not be handled in the same
manner with regard to personalization. adapted hunt
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may have little effect on some queries. Some work
investigates whether current web hunt ranking might
be sufficient for clear/unambiguous queries and thus
personalization is unnecessary.

Dou et al. reveal that personalized hunt has little
effect on queries with high user selection
consistency. A specific adapted hunt also has
different effectiveness for different queries. It even
hurts hunt accuracy under some situations. For
example, topical interest-based adaptation, that ends
up in higher performance for the question ‘‘mouse,”’
is ineffective for the question ‘‘free mp3 transfer.”’
really, relevant documents for question ‘‘free mp3
download’’ area unit largely classified into a similar
topic classes and topical interest-based adaptation
has no thanks to filter out desired documents. Dou et
al. additionally reveal that topical interest-based
tailored hunt strategies area unit difficult to deploy
in a very planet computer program. They improve
hunt performance for a few queries, however they
will hurt hunt performance for added queries.

IV. SERVER-SIDE ADAPTATION

For server-side adaptation is that the in person
classifiable data is keep on the computer program
aspect. The computer program builds and updates
the user profile either through the user's specific
input (e.g., asking the user to specify personal
interests) or by aggregation the user's search history
implicitly (e.g., question and click on through
history). each approaches need the user to form
associate degree account to spot himself. however
the latter approach needs no further effort from the
user and contains richer description of user data
would like. The advantage of this design is that the
computer program will use all of its resources (e.g.,
document index, common search patterns) in its
personalization algorithmic program. Also, the
consumer software package typically needs no
changes. This design is adopted by some general
search engines like Google tailored.

Currently most tailored hunt systems with
server-side adaptation design need the user to
administer consent before his/her search history may
be collected and used for adaptation. If the user
provides the permission, the computer program can
hold all the in person classifiable data presumably
obtainableble on the server side. Thus from the user
perspective, it even does not have level | privacy
protection. Since many users fear its potential
privacy infringement by search engines, this has
hindered the wide adoption of personalization with
this architecture.

V. CLIENT-SIDE ADAPTATION

For client-side adaptation is the personally
identifiable information is always stored on a user's
personal computer. As in the case of server-side
adaptation, the user profile can be created from user
specification explicitly or search history implicitly.
The client sends queries to the search engine and
receives results, which is the same as in the general
web hunt scenario. But given a user's query, a
client-side adapted hunt agent can do query
expansion to generate a new query before sending
the query to the search engine. The adapted hunt
agent can also rerank the hunt results to match the
inferred user preferences after receiving the hunt
results from the search engine.

VI. SYSTEM ARCHITECTURE
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Fig4. Client-Server Collaborative Adaptation

VILI. EXISTING SYSTEM

The existing profile-based custom-made web
hunt don't support runtime identification. A user
profile is often generalized for less than once
offline, and accustomed individualize all queries
from a same user indiscriminatingly. Such “one
profile fits all” strategy actually has drawbacks
given the wvariability of queries. One proof
reportable in is that profile-based adaptation might
not even facilitate to enhance the search quality for a
few unplanned queries, although exposing user
profile to a server has place the user’s privacy in
danger. The existing strategies don't take under
consideration the customization of solitude
necessities. This in all probability makes some user
privacy to be overprotected whereas others
insufficiently protected. as an example, in, all the
sensitive topics detected victimization associate
absolute metric referred to as surprise supported the
knowledge theory, forward that the interests with
less user document support a lot of sensitive.
However, this assumption are often doubted with an
easy counterexample: If a user encompasses a
sizable amount of documents regarding “sex,” the
surprise of this subject might result in a conclusion
that “sex” is incredibly general and not sensitive,
despite the reality that is opposite. sadly, few
previous work will effectively address individual
solitude desires throughout the generalization.
several adaptation techniques need repetitious user
interactions once making custom-made hunt results.
they typically refine the hunt results with some
metrics that need multiple user interactions, like
rank grading, average rank, and so on. This
paradigm is, however, unworkable for runtime
identification, because it won't solely cause an
excessive amount of risk of privacy breach, however
conjointly demand preventive time interval for
identification. Thus, we'd like prophetic metrics to
live the hunt quality and breach risk once
personalization, while not acquisition repetitious
user interaction.

VIII. PROPOSED SYSTEM

We propose a sustaining solitude tailored web
hunt framework UPS, which may generalize profiles
for every question in keeping with user specified
solitude necessities. looking forward to the
definition of 2 conflicting metrics, namely
adaptation utility and solitude risk, for stratified user
profile, we have a tendency to formulate the matter
of sustaining solitude customized hunt as Risk
Profile Generalization, with its NP-hardness well-
tried. we have a tendency to develop 2
straightforward however effective generalization
algorithms, GreedyDP and GreedylL, to support
runtime identification. Whereas the previous tries to
maximize the discriminating power (DP), the latter
makes an attempt to reduce the knowledge loss (IL).
By exploiting variety of heuristics, GreedylL
outperforms GreedyDP considerably. We offer a
cheap mechanism for the shopper to choose whether
or not to change a question in UPS. This call may be
created before every runtime identification to boost
the steadiness of the search results whereas avoid
the needless exposure of the profile.

IX. CONCLUSION

Adapted hunt is a promising way to improve
the accuracy of web hunt, and has been attracting
much attention recently. Because effective adapted
hunt requires collecting and aggregating user
information, it raises serious concern of privacy
infringement for many users. In this paper, we
systematically examine the issue of privacy
preservation in adapted Web hunt. We define and
analyze four levels of privacy protection. We
explore different kinds of software architectures of
adapted hunt and their levels of privacy protection.
We also investigate the

privacy protection of current search systems.
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